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SSH: Concept clef

® SSH se connecte grace a deux
fichiers:

= | a clef publique:

+ Installée a I’'avance sur différentes

machines.
= |a clef privée: |
+ Est le moyen d’identification ( \;: ==
+ Doit étre gardée secrete /

® Pour empécher les acces
indésirables, la clef est cryptée par
une passphrase
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CEC| Clusters News Training FAQ Documentation Support Contact

Consortium des Equipements de Calcul
Intensif

6 clusters, 10k cores, 1 login, 1 home directory

C:|CECI

CECl  Login Management

| want to... create an account

My email address:

@uclouvain.be j

create an account

You are about to request an account on

the CECI clusters.

The first step is to enter your email m
address. You will recieve an email with a

link to an online form which you will

have to fill and submit.

Once your request has been approved,
you will receive proper information on
how to access the CECI clusters.

renew my account

join an existing project
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Noeud de calcul
(Certain avec GPU)

ssh 4 2022



Noeud de calcul
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SSH tools for windows

® Putty
= Only ssh connection
= No file transfer, bad support of key

® MobaXterm
= \Very easy
= Both connection and file transfer

® \/SCode

= Based on openssh, connection, file transfer
and text edition, no graphical server

® OpenSSH on Windows (since 2018)

= Linux like experience
= Configure for free if using VSCode
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MobaXterm

® Live demo

® Demo also available on YouTube;
= https://youtu.be/041rOmFaURU

® Screen-shot available here

ssh o 2022


https://youtu.be/o41r0mFaURU

Configure mobaxterm

1) Save your id_rsa.ceci key file from your e-mail in a safe location

B MobaXterrr Session settings
2) Click on Session Teminal S gnd SSH
& s
Session  Serv SSH  Tell
Nusicly ~on
3) Add the Remote host
Remote host * hmem.cism.ucl.ac.t [“] Specify username |username ) &
4) Select Advanced SSH Setting tab Advanced SSH settings

5) Select use private key and browse for your id_rsa.ceci file

[ JUse private key

Depending of your version of mobaxterm/configuration it might ask you the passphrase already now

= Remote host options:

= maneback.cism.ucl.ac.be
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http://maneback.cism.ucl.ac.be

Gateway configuration
® Need to go trough a gateway!

= Network settings

Advanced SSH settings B Terminal settings % Network settings Bookmark settings

] — B = B SSH gateway (jump host) CLICK HERE

Proxy settings (experimental)

Proxy type: |None v Host: Login: Port: 1080 ™=

® Gateway to use:
e gwceci.cism.ucl.

e Provide the same key for identification
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http://gwceci.cism.ucl.ac.be

You can how connect to the cluster
CLICK HERE

E MobaXterm

Terminal Sessions

= *

Session Server:

View Xserver Tools Games Settings Macros Help

L =« X @& B VY B & ¥ 0 X O

Tools Games Sessions  View Split MultiExec Tunneling Packages Settings Help X server Exit

Quick conne

0 user

P
A LY

S

ons Q
K lemaitre3.cism.ucl.ac.be (omatt) .
® B8] wsL-ubuntu

]

@

! MobaXterm

i ¢» Start local terminal

5 Find existing session or server name...

=

|

Recent sessions

lemaitre3.cism.ucl.ac.be...

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net

ssh 9 2022




You are now connhected

B lemaitre3.cism.ucl.ac.be (omatt) — ] X

Terminal Sessions View Xserver Tools Games Settings Macros Help

& % & & Kk & B Y EH & ¥ 0 X@

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server

A |4. lemaitre3.cism.ucl.ac.be (omatt)

«(EiTONEONE = =" HJ
/home/users/o/m/omatt/ . - -

g *  Name ﬂ - ﬁ

~ ..

@ .abinit -

.bazaar

L .C

= .coffig

) .cpghm 80 nodes: 2 x 12-core Intel Skylake 5118@2.3GHz, 96GB RAM

" db 1:3-blocking OmniPath Architecture network

5 g

= .enfhcs.d contact, support: egs-cism@listes.uclouvain.be

7 .qit

a .int jobs running, pending.

& .Im@d.d

You currently have 0 job running, pending.
You are using ( out of 100G ) in $HOME.
illa You have of data on $GLOBALSCRATCH.

Don't know where to start?

Remote monitoring --> http://www.ceci-hpc.be/install software.html

--> http://www.ceci-hpc.be/slurm tutorial.html
[omatt@lm3-w00l ~]1$ B

llow terminal folder

UNREGISTHRED VERSION - Please support MobaXterm by subscribing e professional edition here: https://mobaxterm.mobatek.net

FILE ON DISK TERMINAL
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SSH AGENT for MobaXterm

® Save your passphrase locally and let
MobaXterm fill it for youl!

MobaXterm Configuration X

& General [N Terminal X X11 SSH [®] Display ™ Toolbar XX Misc

SSH-browser settings

Enable graphical SSH-browser Automatically switch to SSH-browser tab after login

L1 Remote-monitoring (experimg —T;\e SSH-brow;;:; ;s—é-gréb;\ica-l r-ém().t.é.ﬁlé browser— ;\}Hi-ch—is-(-iijsbléy;éd in the sidebar.

It allows you to browse your remote server content using the secure SSH connection.

SSH settings
%SH keepalive Display SSH banner [ ] Validate host identity at first connection
Def in:

. |<Same as Windows login> @| []Use 2-factor authentication for SSH gateways

[v] GSSAPI ros Domain: GSSAPI library: | <Native Windows> v

Defaults for commandline SSH: Compression X11-Forwarding Fix connection issues

SSH agents
internal SSH agent "MobAgent” Use external Pageant Forward SSH agents
ving keys at MobAgent startup




