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SSH tools for windows

® Putty
= Only ssh connection
= No file transfer, bad support of key

® MobaXterm
= \Very easy
= Both connection and file transfer

® \/SCode

= Based on openssh, connection, file transfer
and text edition, no graphical server

® OpenSSH on Windows (since 2018)

= Linux like experience
= Configure for free if using VSCode
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MobaXterm

® Live demo

® Demo also available on YouTube:

= https://voutu.be/041rOmFaURU

® Screen-shot available here
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https://youtu.be/o41r0mFaURU

Click Here

lobaXterm — O

Terminal ssions View Xserver Tools Games Settings Macros Help

* -t ¢
& ¢ & = x B B Y B & £ @ X ©
Session Vers Tools Games  Sessions Yiew Split MultiExec Tunneling Packages Settings Help X server Exit

connect... _ N o %

T User sessions Q

| f E MobaXterm

7
€ Start local terminal
Find existing session or server name. ..
Recent sessions
lemaitre4.cism.ucl.ac.b...
| UNREGISTERED YERSION - Please support Mobaxterm by subscribing to the professional edition here: https: fimobaxterm.mobatek.net |:I]
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Click Here

Session settings X

H X E &£ @ @ ¥ E m @ x H

SsH Inet Rsh  Xdmcp  RDP VNC FTP oFTP  Serial File ohell  Browser Mosh  Aws 53 WSL

Choose a session type. ..

| & oK € Cancel |
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Fill the cluster name and the user name

Session settings X
N @ B X ¥ L @ @ »y B m @ x 22
SSH  Telnet Rsh  Xdmcp  RDP VINC FTP SFTP Senal File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

ﬁemote host * | w ‘ [Z]Saecify usernam( )27 Port 22 -
\ J

Advanced SSH settings Bl Terminal settings " Network settings Bookmark settings

Secure Shell (SSH) session

O oK € Cancel
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Click Here

Session settings X

N @B X E LKL @ @ f @ m @ x H

SSH  Telnet Rsh Admcp  RDP WNC FTP oFTP Sernal File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify usermame  |omatt| v || & Port 22

Advanced SSH settings Bl Terminal settings "o Network settings Bookmark settings

Secure Shell (SSH) session

O oK € Cancel
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Click on "use private key"

Session settings X

N @ B ¥ ¥ L @ @ ¥ @ m @ x H

SSH  Telnet Rsh  Xdmcp  RDP VMNC FTP =SFTP  Serial File ohell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username  [omatt| v| | a8 Port 22

Advanced SSH settings Bl Terminal settings "o Network settings Bookmark settings
@ X11-Forwarding @ Compression Remote environment: ‘ Interactive shell v’
Execute command: (L) Do not exit after command ends
SoH-browser type: ‘ SFTP protocol v‘ (I Follow SSH path (experimental)

hrivate key 2+ Expert SSH settings

Execute macro at session start: ‘ <none v‘

& oK € Cancel ‘
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Click on the blue icon and then select the private key on your system

Session settings

N @ B ¥ ¥ LK @ @ ¥ @ m @ x 0=

SSH  Telnet Rsh  Xdmcp  RDP YWNC FTP sFTP Sernal File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username | omatt v|| S Port 22 -
Advanced SSH settings Bl Terminal settings % Network settings Bookmark settings
@ X11-Forwarding @ Compression Remote enviranment: ‘ Interactive shell v’

Execute command: [ Do not exit after command ends

S3H-browser type: ’ SFTP protocol v (I Follow SSH path (experimental)
@ Use private key 2+ Expert SSH settings
Execute macro at session stan: ’ <none= v’

i @ oK © Cancel
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Click Here

Session settings

N @ B ¥ ¥ LKL @ @ ¥ @ m @ x H

SSH  Telnet Rsh  Xdmcp  RDP WNC FTP sFTP Serial File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username | omatt v|| s Port 22 -
Advanced SSH settings Bl Terminal settings % Network settings Bookmark settings
@ X11-Forwarding @ Compression Remote environment: ‘ Interactive shell

Execute command: [ Do not exit after command ends
SSH-browser type: ’SFTP protocol v’ () Folle T

@ Use private key  C:\Users\omattelaer\Downloadshid -

Execute macro at session start: ’ <none> v’

‘ & oK € Cancel ‘
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Click Here then click OK

Advanced SSH protocol settings X
S5H protocol version: |auto v‘

Key Exchange algorithms Host key types Ciphers
NTRU-Curve25519 1‘ Ed448 1‘ AES 1
ECDH | Ed25519 ChaCha20 J
dh-gex-shal ECDSA AESGCM ‘
dh-group18-sha512 RSA 3DES
dh-group17-shab12 DSA =Warn below=
dh-aroup16-sha512 ! —Wam below= | ¥ DES !

(I Disconnect if authentication succeeds trivially
K @ Prefer hostkey algorithms for which a hostkey is already known
a Attempt authentication using the S5H agent

rAdapt locales on remote server

ow agent forwarding ‘

 Restore default settings
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ssh

Click Here

Session settings

N @ B X @ LK @ @ »f @ m @ x H

SSH  Telnet Rsh  Xdmcp RDP VMNC FTP SFTP  Serial File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username | omatt v|| Sy Port 22 -

Advanced S5H settings Bl Terminal settings "o Network settings Bookmark settings
@ X11-Forwarding @ Compression Remote environment: ‘ Interactive shell v’
Execute command: (Do not exit after command ends
SSH-browser type: ‘ SFTP protocol v‘ (I Follow SSH path (experimental)
@ Use private key  C:\Users\omattelaer\Downloadshid 2+ Expert SSH settings
Execute macro at session start: ‘ <hone: v‘

} & oK € Cancel
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Click Here

Session settings X

N @B X ¥ L @ @ ¥ @ m @ x H

SSH  Telnet Rsh  Xdmcp  RDP WMNC FTP SFTP  Serial File shell  Browser Mosh Aws S3 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username | omatt v|| 8s Port 22 -

Advanced SSH settings Bl Terminal settings % Network settings Bookmark settings

[I] — ﬁ — . SSH gateway (jump host)

Proxy settings (experimental)

Proxy type: | None v Host: Login: Port: 1080 <

O oK € Cancel
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_ _ _ =  gwceci.cism.ucl.ac.be = gwceci.unamur.be
Fill the information (unamur id)

Gateway address depend =  gwceci.ulb.ac.be
Of YOUR university =  gwceci.uliege.be
(Same private key)

=  dragonZ2.umons.ac.be

™ =1 X1 [==]1 (P54 ah ah R, J @l > | a@h - i O

MobaXterm jump hosts configuration X
S5H VSL

Define one or several SSH jump hosts

Bac {Jump through one or several SSH servers in order to reach your end-server)

Remt

‘4)

Ady

(Gateway host Username Fort SSH key
| S D (e

€ Add another jump host [

@ oK

\ @ oK € Cancel
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http://gwceci.cism.ucl.ac.be
http://gwceci.ulb.ac.be
http://gwceci.uliege.be
http://gwceci.unamur.be
http://dragon2.umons.ac.be

ssh

Click Here

SSH

Bas

Remt

Adv

Session settings

™ = X1 [==] [LF] ah ah R, (@] >} @ ivY

MobaXterm jump hosts configuration

Define one or several SSH jump hosts

(Jump through one or several SSH servers in order to reach your end-server)

Gateway host Username Port @ Use SSH key
gwceci.cism.ucl.ac.be omatt 22 2 k\WUsers\omattelaer\Downloadstin

€ Add another jump host

& oK € Cancel
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Click Her_e

Session settings X

N @ B X § LK @ @ f @ m @ x H

SSH  Telnet Rsh  Xdmcp  RDP YWNC FTP sFTP Sernal File shell  Browser Mosh  Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username | omatt v|| s Port 22 -
Advanced SSH settings B Terminal settings % Network settings Bookmark settings

@ — ﬁ — I SSH gateway (jump host)

Proxy settings (experimental) .

Proxy type: | None v Host: Lagin: FPort: 1080 <

€ Cancel |
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You are connected

[ B |emaitred.cism.ucl.ac.be (omatt) — O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

& % % & o x B Y B & S 0 X ©

Session  Servers Tools Games  Se ﬁ Yiew Split MultiExec Tunneling Packages Settings Help X server Exit
(1:7 TO W A B non-blocking 100Gbps Infiniband network
| i 318T BeeGFS global scratch
homejusersio/miomatts
. Name contact, support: egs-cism@listes.uclouvain.be
I CPUs availab’e (load ) - jobs running, pending.
i .apptainer
.cache * Job info for user omatt: O,job running, 0 pending.
.config * Diskquotas for user omatt
emacs.d Filesystem used limit files limit
mod.d $HOME 6.95G . 10[)( 20.9K .
e $GLOBALSCRATCH 24.8GB unlimited 12441 unlimited
ocal $CECTHOME 192 .0kB 100.0GB 25 100000
.ssh $CECITRSF 0.0kB 1.0TB 1 unlimited
| 2022
crest3 Diskquotas for the projects you are part of
| criu Project used limit files Linit
criu test qchemucl 37.56B  1000.0GB 161363 20000¢

! T * Account expiration: 2025-09-13

Don't know where to start?

--> http://www.ceci-hpc.be/install_software.html

_ _ --> http://www.ceci-hpc.be/slurm_tutorial.html
[ | Follow terminal folder [omatt@lm4-fool ~1$ |}

! Remaote manitoring

UNREGISTERED YERSION - Please support MobaXterm by subscribing to_tht? proFessioEl ieditioihere: 7https:,f,|'mobaxterm inobatek.net e ' L |
Drag and drop Unix terminal New
! connection
file from/to the running on the (See next

u:luster Acluster lide)
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Click Here to start a second terminal on the same cluster

B MobaXterm — O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

@ % % s o B Y B 8 ¥ 0 X 0

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit

Quick connect... AL 4. lemaitred cism.ucl.ac be (omatt) op 4

E MobaXterm

4
€) Start local terminal
Find existing session or server name...
Recent sessions
lemaitred.cism.ucl.ac.b...
UNREGISTERED YERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net |;|‘
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Or right click on it and duplicate it to copy the configuration for another cluster

B MobaXterm _

Terminal Sessions View Xserver Tools Games Settings Macros Help

@ % % s kB E Y B &8 5 0

Quick connect... A 4. lemaitred cism.ucl.ac be (omatt) op

O X

X ©

Session  Servers Tools Games  Sessions Yiew Split MultiExec Tunneling Packages Settings Help X server Exit

%

% User sessions

! B} Connect as... ! M 0 b a Xte rm
“ Ping host
4 . .
“, Rename session
o Edit session € Start local terminal
- Delete |

Find existing session or server name...

t Create a desktop shortcut

& Save session settings as default presets

Recent sessions

i Copy session settings

By lemaitred.cism.ucl.ac.b...

X

UNREGISTERED YERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net
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Right click on the duplicate and choose edit session:

B MobaXterm — O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

@ % & & & B E Y B & F 0 X O

Session  Servers Tools Games  Sessions Yiew Split MultiExec Tunneling Packages Settings Help X server Exit

Quick connect... ‘N 4. lemaitred cism.ucl.ac be (omatt) op 4

User sessions Q

lemaitre4.cism.ucl. ac.be {omatt)

! MobaXterm

€ Start local terminal

K} Connect as...
“ Ping host

“ Rename session

¢¢

o Delete session

Edit session

Find existing session or server name...

Duplicate session
H, Save session to file
t Create a desktop shortcut

Recent sessions

& Save session settings as default presets

. . ‘e4.cism.ucl.ac.b...
i Copy session settings

UNREGISTERED YERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net |;]
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Change the address of the cluster

Session settings X

N @ B ¥ ¥ L @ @ ¥ @ m @ x H

SSH  Telnet Rsh  Xdmcp  RDP WNC FTP SFTP Seral File Shell  Browser Mosh Aws 53 WSL

Basic SSH settings

Remote host * lemaitred.cism.ucl.ac.be @ Specify username  |omatt v|| s Port 22

Advanced SSH settings Bl Terminal settings "o Network settings Bookmark settings

Secure Shell (SSH) session

H & oK € Cancel




Click Here

| Session settings

N @ B ¥ ¥ & @ @ ¥ B = @ x i
SSH  Telnet Rsh Admcp  RDP WNC FTP SFTP Sernal File shell  Browser Mosh  Aws S3 WSL
Basic SSH settings

Remote host * nic5.uliege. be| @ Specify username ‘omatt v’ ) & Port 22 -

Advanced SSH settings Bl Terminal settings ‘o Network setting

; Bookmark settings

A Font settings B Color settings B Expert settings
@ Backspace sends *H @ Use Windows PATH Terminal type: ‘xterm v ‘
() Log terminal output to: Paste delay: ‘Auto v’

Syntax highlighting: \ Standard keywords (OKfwarning/error/...) v\ B Customize
Check this option if you want to copy all terminal activity to a text file for further analyzis |

& oK € Cancel
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m 2. o © Cancel

Change the name of the cluster (this will be the name displayed on the left column)
Then click OK

Session settings X

N @ B X E LKL @ @ ¥ @ m @ x O

SSH  Telnet Rsh  Xdmcp  RDP VMNC FTP SFTP  Serial File shell  Browser Mosh AwsS3  WSL

Basic SSH settings

Remote host * nic5.uliege.be @ Specify username | omatt v|| 8 Port 22

Advanced SSH settings B Terminal settings % Network settings Bookmark settings
Session namd:  lemaitred.cism.ucl @ Lock terminal title Session Icon
Start session in | Normal tab v’ @ Display reconnection message at session end
() Customize tab color Comments:

iy Create a desktop shortcut to this session




Now you can start a session on the second cluster by double clicking on it!

B MobaXterm — O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

@ % 8 & x B B Y B & F 0 X O

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit
Quick connect... _ A 4. lemaitred cism.ucl.ac be (omatt) o 4
% User sessions Q

lemaitre4.cism.ucl.ac.be (omatt)

| RE

! MobaXterm

4
€ Start local terminal
Find existing session or server name...
Recent sessions
l lemaitre4.cism.ucl.ac.b...
UNREGISTERED YERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net l;]
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