


Plan of the talk

@® Cluster presentation
= how the cluster are organised

= On which machine you can connect and from
where

® SSH theory
= \What is a public/private key

® SSH exercise
= How to get your keys
= Use of MobaXterm
= Frequent error
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Node in a cluster

® A cluster is a set of machine

Lemaitre 3
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Lemaitre3 NIC4 VEGA  Hercules2 Dragon?Z2 Zenobe

84 machines [ 28 14 04 19 .
2032 cores 2048 896 1636 592 682/13968

=

® Close to 8000 cores available trough your
login

= 14k more with zenobe (require approval but
same login)

= More available at European level (Prace
program)

+ European competition to receive cpu time
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Lemaitre3 NIC4 VEGA  Hercules2 Dragon?Z2 Zenobe

84 machines [ 28 14 04 19 .
2032 cores 2048 896 1636 592 682/13968

=

@® You do not need/want to physically
connect to all those machines to run script

= Difficult to control fair share of the machines
= Using a job scheduler -> SLURM

= See slurm session for details on how to
request machine for running a job
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Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2

No direct access.
see slurm formation

® To request machine, you connect to the
FRONTNODE (also called user interface)

+ You can not connect to the other cpu!
+ You have to submit a job

= No heavy jobs on that machine
+ You will impact everyone

+ rather use debug/fast partition
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Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2

® Cluster adress:
= |emaitre3.cism.ucl.ac.be
= |login-nic4.segi.ulg.ac.be
= hercules.ptci.unamur.be
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http://lemaitre3.cism.ucl.ac.be
http://login-nic4.segi.ulg.ac.be
http://hercules.ptci.unamur.be
http://dragon2.umons.ac.be
http://vega.ulb.ac.be
http://lemaitre3.cism.ucl.ac.be
http://login-nic4.segi.ulg.ac.be
http://hercules.ptci.unamur.be
http://dragon2.umons.ac.be
http://vega.ulb.ac.be

Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2
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network

EﬂUMONS - Gateway
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http://hal.unamur.be
http://hal.unamur.be

Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2

Private
network
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Jniversite de Mo

Gateway

ULG Network
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http://hal.unamur.be
http://hal.unamur.be

Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2
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Private
network

...... EﬂUMONS - Gateway

Jniversite de Mons
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M
y

Home or your office
(ULB members)
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http://hal.unamur.be
http://hal.unamur.be

Lemaitre3 NIC4 VEGA  Hercules2 DragonZ2

Private
network

Eﬂ u MONS Gateway

Universite de Mons
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Home or your office
Gateway login is via
university login
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http://hal.unamur.be
http://hal.unamur.be

UMONS

Lemaitre3 NIC4 VEGA  Hercules2 Dragon?Z2 (rioorms s

Private
network
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Umons
network
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Ea UMONS -~ Gateway

Jniv e Mons

® Machine where you can not do anything
= But gives you access to the frontend

® (Gateway address

- . Lac | . . I
= gwceciulb.ac.be = dragonZ.umons.ac.be
= gwceci.uliege.be
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http://hal.unamur.be
http://hal.unamur.be
http://gwceci.cism.ucl.ac.be
http://gwceci.ulb.ac.be
http://gwceci.uliege.be
http://gwceci.unamur.be
http://dragon2.umons.ac.be
http://gwceci.cism.ucl.ac.be
http://gwceci.ulb.ac.be
http://gwceci.uliege.be
http://gwceci.unamur.be
http://dragon2.umons.ac.be

Each user can
enter the

computer via a
dedicated door
protected via a

key

ole

Key hole

Public key

ssh for windows

SSH concept

The user has the
associate key

Physical key

Private key

15

To protect the key
It is store in a safe
with digicode

Digi-code

Pass-phrase

2020



SSH concept

S
IR
11"
Key hole Physical key Digi-code
Public key Private key Passphrase

® When you create/renew your CECI account
= We generate the public key (key hole)
+ Set it up on all cluster

= We generate the private key (crypted by your
passphrase)

= Send it to YOU by email (we do not have any copy)
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® Public key

= Used to encrypt data
= Use to verify digital signature

@® Private key

N
m = Used to decrypt data
= (Create digital signature
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steps of a ssh connection

1. Establishing communication and Negotiate
algorithm of encryption

2. Host Identification

= Host send his public key + message sign with
Host private key
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Example

$ ssh -i ~/.ssh/id rsa.ceci jcabreralhmem.cism.ucl.ac.be
The authenticity of host 'hmem.cism.ucl.ac.be (130.104.1.220)"' can't be established.

RSA key fingerprint 1s 06:54:39:a0:5c:b5:56:03:29:9e:96:67:a0:4a:cl:ff.
Are you sure you want to continue connecting (yes/no)?

FIRST TIME you connect to a frontend host from a client,
you will be asked to accept the Public Key

Check the key fingerprint from CECI web site
http://www.ceci-hpc.be/clusters.html#hmem

SUPPORT: egs-cism@listeSqgiouvain.be

Server SSH key fingerprint: (What's this?)

MD5: 06:54:39:a0:5¢:b5:56:b3:29:9e:96:67:a0:4a:c1:ff
SHA256:
Xi4r0aNViNgg9KjnENIUFKEWPwnJGAjbknIX+m7CIm0
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steps of a ssh connection

1. Establishing communication and Negotiate
algorithm of encryption
2. Host Identification

= Host send his public key + message sign with
Host private key

3. Generation of symmetric key based on a
common integer

= from now all data are crypted with that
method

4. User identification
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Enough of “theory”
Let’s get practical and connect to
the machines !!
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CECI Clustors Nows Training FAQ Dooumceontation Support Contaot

Consortium des équipements de Calcul
Intensif

6 clusters, 10k cores, 1 login, 1 home directory

C:|CECI

CECl  Login Management

| want to... create an account

My email address:

@uclouvain.be j

create an account

You are about to request an account on

the CECI clusters.

The first step is to enter your email m
address. You will recieve an email with a

link to an online form which you will

have to fill and submit.

Once your request has been approved,
you will receive proper information on
how to access the CECI clusters.

renew my account

join an existing project
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Getting your private key (1)

® Users with email account access can ask
for an account at: https://login.ceci-
hpc.be/init/

= (Click 'Create Account’

= Type in your email address

= (Click on the link sent to you by email.

= Fill-in the form and hit the “Submit” button.

= Wait ... (A sysadmin is reviewing your
information). receive your private key by
email.
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SSH tools for windows
® Putty

= The most famous one
= Only ssh connection
= No file transfer, bad support of key

® MobaXterm
= \Very easy
= Both connection and file transfer
= The one that you will use here

® OpenSSH on Windows (windows 10 since
2018)

= Linux like experience
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Install MobaXterm

&  MobaXterm Home Edition v10.4

(Portable edition)

@® search on your favorite web browser
® Download the free Portable edition

® Uncompress on folder
‘Documents\MobaXterm'

® Execute MobaXterm_Personal_X (where X
IS version number)

® If needed allow firewall access for Private
and Domain networks
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Configure mobaxterm

1) Save your id_rsa.cecli key file from your e-mail in a safe location

B MobaXterrr Session settings
2) Click on Session ferminal 5= gnd SSH
@
Session  Serv SSH  Tell
Nl ~An

3) Add the Remote host hmem.cism.ucl.ac.be and your CECI user name

~
-

Remote host * ‘ Cluster adress Specify username username|

4) Select Advanced SSH Setting tab Advanced SSH settings

5) Select use private key and browse for your id_rsa.ceci file

[JUse private key

Depending of your version of mobaxterm/configuration it might ask you the passphrase already now
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Gateway configuration
® Need to go trough a gateway!

= Network settings

Advanced SSH settings B Terminal settings '.‘.‘ Network settings Bookmark settings

Connectthrough SSH gateway (jump host)

L
%]

Gateway SSH server |jateway.address Port |22 User gatewayuserl

QﬁuSe ivate key | Indicate the path to your private key!

® Newer version looks like this:

Advanced SSH settings B Terminal settings % Network seltings Bookmerk setlings

€ — M — H§  SSH gateway (ump host) ~ CLICK HERE

e ©
Proxy settings [experimental)

e,

Froxy lype. | None Hosl Logimn Hoil 1020
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You can how connect to the cluster
CLICK HERE

® Maka-erm

lerminal  Sessiors gview  Xserver lools Carmes Settirgs Mzacrcs | lelp

- -
& . & x B B VY B & ¥ @ X ©
S=ssion Servars Tonls Rames  Sessians Visw Splie Multisyer Tuareing Farcnges  Settirgs ~elp X server Fuit

Quick wornne 4 =

S

A n Uszr ¢
« l2mait-=Z.cism.ucl.ac.ke (omatt) :
» B8] wsL-ubuntu
=
B
: ! MobaXterm
.; € Slail local lerminal
: Find existing session or server name...
=
4

Recent sessions

B lemaitre3.cism.ucl.ac.be...

UNREGISTERED VERSION - Plecsz supporL MubeXlenn by subscribing Lo e crofzssiondl ecition here: hios:/finobasternr mebalek nzl
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You are now connhected

. lemaitre3.cism.ucl.ac.be (omatt) o LJ X

Terminal  Sessions Visw  Xserver Tools  Games  Sellings Macios  Help

@ % & wx K B B YV & & £ @ X ©

Sessun Sarvars Tuuls Gamnes  Sassions  Vew Split MullExes Tunneing Packages Sellngs Felp X sarvar Exil
Juick connect
<4 t ¢ @ 4 A i
=
/Fome/Lsers/o/miomatt/

n
5 *  Name
w
i ;.
w =

.atinil

.bazazr
T:’: .C
| .Co
f cpdhm 80 nodes: 2 x 12-core Intel Skylake 5118@2.3GHz, 96GB RAM
. i 1:3-blocking Omnil’ath Architecture network
o
5; d=l.q _ . .
= e1fhzs.d contact, support: cgs-cism@listes.uclouvain.bc
v qt -
a irt CPUs available (luad - jobs running, pending.
ﬁ v il

e You currently have 0 job running, © pending.

m You are using ( out of 180G ) in $HOME,

mdillz You have ot data an $GI OQAI SCRATCII.

ne

- & Don't know whcre to start?
Remote monifaring [/vww.ceci-hpc.be/instsll software.hitml
: [/www . ceci-h /slurm_tutorial.html
(] Mpllow ==rmnal fnlder [omatt@im3-woe1 ~]5 |}

UNREGISTHRED VERSION - Please suppuorl MobaXteim by subscribng2@%he prolessiona edion nere: hilps://incbaxtenmn mobale<rel

FILE ON DISK TERMINAL
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Exercise

@® run xeyes to check that you can fo
graphics trough ssh

® Configure the other cluster that yo

| USETD SESSIONS

dragon1
Right click on a session to duplicate :e““'e
and rename lIt. =~

ssh for windows 10)

rward

U need

“ Rename session
¢¢ Edit session

o Delete session
Duplicate session
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Frequent error

If, after running ssh, you are being asked for a password directly,

$ ssh hmem

dfr@hmem.cism.ucl.ac.be's password:

It means that your SSH client did not try to use the SSH key.

If, after running ssh, you are being asked for a passphrase, then a password,

S ssh hmem

Enter passphrase for key '/home/dfr/.ssh/id rsa.ceci':
dfr@hmem.cism.ucl.ac.be's password:

It often means that the user name you are using Is not the correct one. It could also
mean that you are trying to connect with the new private key while it has not been
synchronized to the cluster yet (clusters are not synchronized simultaneously.)
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SSH AGENT

® Save your passphrase locally and let
MobaXterm fill it for YOU! First, close your current ssh session

MobaXterm Configuration X

& General Terminal X X11 SSH [®] Display ~ Toolbar XX Misc

SSH-browser settings

Enable graphical SSH-browser Automatically switch to SSH-browser tab after login

L| Romole-monitoring (oxperimg —TBe SSH-brow;;:‘; i-s—é-gr.abﬁica-l ;émc;fé-ﬁlé browser— ;r\}ﬁi-ch—is-c-ji—'sbléy;éd in the sidebar.

It allows you to browse your remote server content using the secure SSH connection.

SSH settings
%SH keepalive Display SSH banner [ ] Validate host identity at first connection
Def in:

. |<Same as Windows login> @| []Use 2-factor authentication for SSH gateways

[v] GSSAPI ros Domain: GSSAPI library: | <Native Windows> v

Defaults for commandline SSH: Compression X11-Forwarding Fix connection issues

SSH agents
internal SSH agent "MobAgent" Use external Pageant Forward SSH agents
ving keys at MobAgent startup
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Avoid to propagate your private
keys

® | ess keys means more security

Non CECI cluster

Lemaitre 3/
T

| Co—
.ooo
—

Can Connect thanks to the key on the lapt

No direct connection: no key available

)

DragonZ

)

Il

 e—
.ooo
e

2020
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster

f=\

=

Lemaitre 3 —
r;
 rm—
 (m—
—
-~

/
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster Try to connect

Lemaitre 3/
e
=

)

Il

I
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster Try to connect

Host ask for a key

)

Lemaitre 3

/
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster Try to connect

Host ask for a key

)

Message forward to laptop

Lemaitre 3

(—
000
\bj
[ ]

L
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster Try to connect

Host ask for a key

)

Message forward to laptop

=
H Key provided
—

Lemaitre 3
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Avoid to propagate your private keys

® Forward agent send back the ssh request
for a key to your laptop

Non CECI cluster Try to connect

Host ask for a key

)

Message forward to laptop

=
H Key provided
—

Connection granted

Lemaitre 3
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Forward Agent

® |In order to connect from one machine to another
(file transfer for example) Check that “forward ssh
agents” is activated

- MobaXtenn Corfiguration ¥

‘ GEnRA T mirl X X11 GOl [I N s Ay )/ Tl * Mist:

SFTP satlings

E Enable grapnical 33--brcwser b4 ALtometica Iy swilch to 3SH-browser zab aftzr Iagin
|
) 001 | setlings
[Js€4 keepalive [] Disolay SEH banncr [Jvel date Fos:identity ctfirst conreclion
D=l logir |-=:‘Egme as \Windows login=> @' [C Use 2-racto” autrenzizaticn for SSH cateways
: [JaaaaPI Keharas NarAin SEEAR R En < Nabive Windows=
' Defaulls for commandline €5 : || Comoression |v|X11-Torwarding | Ty cornedticn issLes ﬂ

il =larn

33H agenis
[TUsz irterncl S5H aqeort "MobAgent” A Jse ederral Pogeant [ Forward SSH cqeonts
Load ol owing kays &l Mublge up

SHOWECYS BT ICHU I SEd iV 0 DOE Ot
% ok Q SancEl

® For large file use /CECI/trsf between CECI cluster
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